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AT&T Wireless Subpoena

(Premises, vehicles, persons)

AT&T

Attn: Global Legal Demands Center
Email to: gldc@att.com

FOR THE FOLLOWING PROPERTY:
All records associated with mobile number
for the dates of to

*If the number is not associated with a subscriber on your network you are ordered to process this
request as a “Call and Text to Destination” search that is to include all calls, text, text message content,
voicemails, and cell-site and sector information related to each call or text.

This request includes:

1. Specialized Location Records: All call, voice, text (SMS & MMS), and data connection
location information and transactions (registration of network events), related to all
specialized carrier records that may be referred to as LOCDBOR (Location Database of
Record), Historical Precision Location Information, Historical Mobile Locate (HML), vMLC
(Virtual Mobile Locate - vLMC3, vMLC4, vMLC5), NELOS (Network Event Location
System), RTT (Round Trip Time/Return Trip Time/Real Time Tool), PCMD (Per Call
Measurement Data), TDOA (Time Difference of Arrival) or Timing Advance Information,
Mediation Records, E9-1-1, and/or Historical GPS/Mobile Locate Information which
shows GPS location (longitude and latitude) and Cell-Site and sector of the device in
relationship to the network when connected to the network for the above referenced
number.

2. Call/Text/Data Detail Records: All records associated, also to include all numbers that
communicate with this listed number relating to all delivered and undelivered inbound
and outbound calls, text messages, and text message content to any of the above listed
numbers, all voice mail, and all data connections to include Cell-site and sector, date,
time, direction, duration, number called or text to and/or received from, and bytes
up/down, information related to each call, text or data connection, all text message
content, and voicemails, as well as Call to Destination/Dialed Digits search for all numbers
listed above. Please preserve all cell-site and sector information related to each call, text
or data connections.

3. FCC TRACED Act STIR/SHAKEN Authentication Standard: All records related to
the FCC TRACED (Telephone Robocall Abuse Criminal Enforcement and Deterrence) Act,
STIR/SHAKEN caller identification framework, identifying all incoming Voice, Text
Message Service (SMS) and Multi-Media Service (MMS) traffic, and whether or not the
caller ID passed or failed authentication. The report shall include the date, time (with time
zone), originating and terminating numbers in their original state prior to Stir/Shaken
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authentication, the status whether it passed or failed authentication, the Attestation type,
and the originating and terminating verified number that was used to validate Stir/Shaken
Caller ID authentication. The report shall provide all usage events, even if the incoming
usage event was blocked and flagged by the service provider (or other third-party
entities), prior to delivery to the identified target mobile number.

4. Time on Tower and/or Sector: Also provide all cell-site and sector information related
to each number called to and/or received from, and data connections, specific to the
“Time on Tower" and/or Sector, to include information with the start and end date
and time for each time the connection was involved in a “hand-off” to another cell-site
and/or sector, to include the elapsed time (in seconds) for each “hand-off”, that was used
during and throughout each voice call (whether completed or not), and/or which was
used during and throughout each data session.

5. Electronically Stored Records: All records, to include all stored communication or
files, including voice mail, text messages, including numbers text to and received from and
all related content, e-mail, digital images (e.g. pictures), contact lists, video calling, web
activity (name of web site or application visited or accessed), domain accessed, data
connections (to include Internet Service Providers (ISPs), Internet protocol (IP) addresses,
(IP) Session data, (IP) Destination Data, bookmarks, data sessions, name of web sites
and/or applications accessed), date and time when all web sites, applications, and/or
third party applications were accessed and the duration of each web site, application,
and/or third party application was accessed, and any other files including all cell site and
sector information associated with each connection and/or record.

6. Carrier Key related to call detail, text messages, data connections, IP logs, IP Sessions,
web site and/or application connections, and cell site information. The “carrier key” is a
legend related to the types of responsive data received from the service provider, which
contain the record column header labels and their definitions of what each cell value
represents in the spreadsheet. Carrier keys are required to decipher what the values
represent in these cells, as many of these values may be presented in codes only known
to the service provider.

7. Cell Site List(s): List of all cell-sites for all state(s) in which the above records used cell
locations during the timeframe listed. Cell site lists to include switch, cell-site number,
name, physical address, longitude and latitude, all sectors associated with each cell-site,
azimuth, and beam-width of each related sector. If multiple technologies (CDMA, UMTS,
GSM, LTE etc.) are referenced in the records, all appropriate corresponding cell site lists
will also be provided.
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8. Subscriber Records: All information including:

0. All Subscriber information to include name, tax identification number
(social security number or employer identification number).

1. Physical address, mailing addresses, residential addresses, business
addresses, e-mail addresses and any other address information.

2. All numbers associated with account.
3. Billing records.
4. All Authorized users on the associated account.

5. Activation date and termination date of each device associated with the
account and above listed number(s).

6. Types of service subscriber utilized (e.g. A-list, AT&T Messages, friends
and family).
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